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Microsoft BPOS Public Sector Security 
 

During the U.S. Public Sector CIO Summit Microsoft announced a new version of BPOS; Business Productivity Online Suite 

federal. This new version of BPOS meets a whole new level of security, including that the environment is housed in a 

separate, dedicated infrastructure at secure facilities. Microsoft says that access to these systems is limited to a small 

number of individuals via biometric access controls. In compliance with ITAR (International Traffic in Arms Regulations), 

these individuals must be US citizens who have been taken through tight background checks.  

At this point the BPOS federal version is available to US federal government agencies, related government contractors and 

others that may require this higher level of security.  

Next to the above security features in the BPOS federal suite, currently BPOS meets the following standards:  

 International Organization for Standardization (ISO) 27001  

 Statement on Auditing Standards (SAS) 70 Type I and Type II  

 Health Insurance Portability and Accountability Act (HIPAA)  

 Family Educational Rights and Privacy Act (FERPA)  

 Title 21 CFR Part 11 of the Code of Federal Regulations  

 Federal Information Processing Standard (FIPS) 140-2  

 Trusted Internet Connections (TIC) compliance  

Security in BPOS  

A lot of our customers ask about BPOS security. Is the environment secure? Is uptime guaranteed? What about privacy. 

Below an explanation we found on the Microsoft site: 

Why Online Services? 

Key applications such as messaging, worker and group collaboration tools, and online conferencing services provide the 

foundation for businesses of all sizes and in all markets. Though necessary to the day-to-day operation of your business, 

these applications can be expensive to purchase and operate. These important communication tools require staff with 

specialist skills outside the key requirements for your business, can represent a significant overhead, and must be regularly 

maintained and monitored to ensure that they are securely and reliably operated. 

Immediate benefits to using Web-based or online services include lower total cost of ownership: you have no specialized 

staff to hire, no equipment to house, no server software to maintain and operate. Services scale readily to match your 

business requirements; you’re never under-provisioned or over-provisioned and your online "virtual" IT department grows 

and responds to your changing needs. 
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Is it Secure? 

Along with reliability, continuity, and data privacy, the security of their online environment is high on the list of customer 

requirements.  

The foundation of Microsoft Online Services is Trustworthy Computing (read: The Microsoft Trustworthy Computing 

Privacy Overview). A White Paper, Security in Microsoft Business Productivity Online Suite, released last month describes 

how security has been a central principle designed into all aspects of the Business Productivity Online Suite. It describes 

the capabilities, technologies, and processes that build trust in the Business Productivity Online Standard Suite, providing 

world-class online services for your business.  

This paper describes how Microsoft: 

 Manages security, privacy, and continuity of the Online Services through a robust and mature compliance 

management program.  

 Aligns with industry standards for security and reliability.  

 Periodically obtains independent validation and testing through accredited third-party organizations. 

I have pasted some interesting bits from the white paper below: 

The Security Development Lifecycle (SDL) 

The Microsoft Security Development Lifecycle, the industry-leading Microsoft software security assurance process, is 

applied to Microsoft Online Services development, deployment, and maintenance. Like the Trustworthy Computing 

Initiative, the SDL is a Microsoft-wide initiative and has been a mandatory policy since 2004. The SDL has played a critical 

role in embedding security and privacy into Microsoft software and culture, introducing security and privacy early and 

throughout the development process. All Microsoft software and services used in the Online Services are built according 

to the SDL process. 

Availability and Continuity 

99.9-Percent Reliability - Microsoft Online Services have a measured 99.9-percent reliability. N+1 redundancy means 

that critical components throughout the service—at the network, data storage, and applications server levels—are 

duplicated to protect against failures. Details such as dual power supplies and network interfaces further increase uptime 

for key components. In addition, configurations are replicated offsite among data centers so that the data centers 

themselves are protected. 

Avoiding Resource Constraints Through Scalability - Excess capacity is built into the Business Productivity Online 

Standard Suite. All users are pre-allocated the resources that they need, and additional capacity can be brought online 

proactively, in advance of current resources becoming constrained. The result is that you can add users, storage, or 

services at any time and get immediate results. 

 

http://www.microsoft.com/mscorp/twc/privacy/default.mspx
http://www.microsoft.com/mscorp/twc/privacy/default.mspx
http://technet.microsoft.com/en-us/library/cc742708.aspx
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Independent Certification 

In addition to internal assessment as described above, the Microsoft Online Services organization undergoes various 

independent third-party compliance audits to provide a greater level of guarantee to our customers. Such independent, 

objective audits may also help satisfy customers’ legal, regulatory, and compliance obligations. 

Demonstrating Compliance 

Microsoft develops compliance strategies based on the nature of the service offering. In the current service line, a service 

may have one or more of the following: 

 Statement of Auditing Standard (SAS) 70 Type II  

 ISO 27001 certification  

 Verizon Security Management Program – Service Provider Certification (formerly Cybertrust)  
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For More Information 
For more information about ISHIR services and solutions, call +1 (888) 99-ISHIR (47447) or email inquiry@ishir.com .  To 

access information using the World Wide Web, go to: www.ishir.com and www.ishirdigital.com.  

 

 

 

About ISHIR 
ISHIR is a global diversified outsourced IT services company which brings offshore outsourcing to clients’ doorstep.  

 

We assist our clients to achieve their business objectives by successfully outsourcing their non-core business 

processes and functions in the areas of technology and digital marketing.  

 

We have been part of the outsourcing industry since 1999 and have successfully implemented strategic offshore 

programs in the areas of custom software development, software product development, casino game development 

and outsourced digital marketing production services to India.  ISHIR has been servicing clients thousands of miles 

away, maturing into a core dependable extension of a client's internal team.  

 

ISHIR has extensive experience in providing outsourcing non-core business processes - IT functions (software 

development, product development, SharePoint consulting and development, mobile app development, software 

testing, managed IT services, cloud computing solutions), Interactive (web design and development, game 

development), Internet Marketing (search engine optimization, paid search, display and social media marketing 

services), setting up Built Operate Transfer (BOT), specialized R&D facilities, and non-IT functions (data entry, 

research, customer support, finance). 

 

We have vast experience in offshore outsourcing and have matured into a dependable outsourcing partner providing 

substantial value and savings to our clients, often exceeding up to 65 percent. We leverage our people, processes and 

effective use of technology to catapult our clients to achieve their business potential.   

 

Next Step: Discover how ISHIR can accelerate the success of your business. Contact us today: 

 

Headquarters  

17719 Misty Grove Dr. 

Dallas, Texas 75287, USA 

T: +1 (888) 99-ISHIR 

P: +1 (214) 295-5318 

F: +1 (214) 292-8838 

 

Offshore Delivery Center (ODC) 

A-5 Sector 57 

NOIDA 201301, India 

P: +91 (120) 466-0000 

VoIP: +1 (415) 738-4979 

Oregon 

2337 NW York Street  

Suite 202  

Portland, Oregon 97210 

USA 

T: +1 (888) 99-ISHIR 

P: +1 (214) 295-5318 

 

California 

418 North Crescent Heights 

Los Angeles, California 90048 

USA 

T: +1 (888) 99-ISHIR 

P: +1 (214) 295-5318 

London 

18 Greville Hall,  

Greville Place,  

London NW6 5JS 

UK 

T: +44 (20) 3286-2255 

P: +1 (214) 295-5318 
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